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CIRA NETWORK AND INTERNET SERVICES AGREEMENT

This Interlocal Participation Agreement (the “Agreement”) is made by and between the County Information Resources Agency (“CIRA), a governmental entity previously created by interlocal agreement, and San Jacinto County (“the Member”).

I.

RECITALS

WHEREAS, Member is a political subdivision of the State of Texas; and

WHEREAS, CIRA is an interlocal entity and political subdivision established pursuant to Chapter 791 of the Texas Government Code; and

WHEREAS, CIRA was created to provide central, cooperative and coordinated assistance and services to Members in all matters relating to information resources and technologies in order to increase efficiencies and improve the quality, reliability and interoperability of their information resources, technologies and services; and 

WHEREAS, CIRA has contracted with the Texas Department of Human Services (the Department) in order to be able to provide certain network and internet services available to its members; and

WHEREAS, Member’s commissioners court has determined that acquiring such services from CIRA is necessary to enhance Member’s ability to perform its governmental functions; and

WHEREAS, CIRA desires to make these services available to the Member in exchange for the consideration set forth herein;

The parties agree as follows: 

II.

NETWORK & INTERNET SERVICES: 
DESCRIPTION, TERMS, AND CONDITIONS


1. 



b. 
i. 
ii. 
iii. 
iv. 
v. 
vi. 
vii. 
c. 
d. 

A.
CIRA’S OBLIGATIONS

1. CIRA will make available to Member certain network and internet services which have been obtained pursuant to a contract with the Texas Department of Human Services (DHS).  A copy of that contract, which describes the services and other terms, is attached hereto and made a part hereof by reference.  Member understands that the services provided by CIRA to Member under that contract are subject to the terms and conditions of that contract.

2. CIRA will provide consultation for Member’s initial set-up, will accept Member’s payments for services and forward the payment to the Department and will generally, to the extent possible, serve as liaison between Member and the Department.

A. MEMBER’S OBLIGATIONS

1. Member must establish security procedures to safeguard data from unauthorized access or disclosure.  These procedures must meet the minimum HHSCN security requirements and must include a provision for the investigation and analysis of suspected security violations.  CIRA will assist Member to develop these procedures.
2. Member must designate an individual who will serve as contact person in the event of a security incident or any other situation that poses a threat to the HHSCN and requires prompt attention.

3. Member must notify CIRA and the HHSCN Help Desk (512) 438-4720 within 2 business hours of confirming a security violation that: 1) compromises, or could compromise, HHSCN or CIRA information resources or the Member computing equipment used to access HHSCN or CIRA data or information resources, or 2) any activity that could negatively impact the HHSCN operability or other HHSCN customers.  Member must provide a written description of any such incident to CIRA within two working days.  This report must include a description of the incident, assess any impact to the HHSCN and the Member’s plan for mitigating the incident and protecting against re-occurrence.
4. Member accepts financial and other liability for (a) damage, theft, unauthorized use, or misuse of DHS or HHSCN equipment, hardware, software, services, or data when such damage, loss, unauthorized use, or misuse is the result of actions or negligence of Member, or its employees, contractors, or agents, whether authorized or unauthorized, or (b) ineffective safeguarding of equipment, hardware, software, services, or data.

5. Member agrees that all equipment owned or operated by Member that is connected to the HHSCN must be compatible with HHSCN equipment and operating protocols. Member must provide all routers based on manufacturers/model recommended by HHSCN staff.  Member shall use the HHSCN standard filter list for configurations.  CIRA will assist Member to ensure compliance with this requirement.
6. Member must assure adequate network security to protect against intrusion by unauthorized users, including installation and periodic updates of protective virus screening software and operating system/application security patches.  Member must implement appropriate measures to protect the integrity of the HHSCN.

7.
In the event of network incidents during normal business hours (7:00 a.m. through 7:00 p.m.) including virus incidents, that pose a critical threat to either network traffic or to other connected systems on the HHSCN, and where the Member is determined to be the source of the critical incident, Member must remedy the situation within two (2) hours of notification from the HHSCN the designated incident contact, or service will be terminated..  Service will be terminated immediately if the incident poses a dire threat to the HHSCN (e.g. downing a router, propagating a virus).  In the event of a critical incident during non-business hours where the Member is determined to be the source of the incident, service will be terminated and notice will be given to the Member.  In all cases of a critical incident, Member must provide a written report to CIRA within two (2) working days.

C.
MISCELLANEOUS PROVISIONS

1.
 If this contract is canceled prior to completion, neither CIRA nor HHSCN will incur new obligations for the terminated portion after the effective date of the termination and will cancel as many outstanding obligations as possible. Member will reimburse CIRA for non-cancelable obligations that were properly incurred prior to the termination date.  

2.
CIRA shall not be liable to the Member for any harm, including performance failures, caused by performance failures caused by Acts of God, fire, theft, vandalism, terrorism, war, equipment failure, faulty data, or any other factor beyond the direct control of CIRA, including any third party failure to perform (e.g., telephone company failure to perform third party support, either administrative or technical).
3. The HHSCN technical team has the authority to scan any IP addresses assigned through the HHSCN.  Network scanning is the process of transmitting data through a network to elicit responses in order to determine the configuration state of the components of the information system.  Network vulnerability scanning is the scanning of an information system to determine the presence of security vulnerabilities.  The HHSCN technical team will, from time to time, conduct network scans and network vulnerability scans of devices attached to the HHSCN.  Information gathered will be used for network management, including notifying owners of vulnerabilities, determining incorrectly configured systems, validating firewall access requests, and gathering network census data.  Except as provided above, no network scans or network vulnerability scans may be conducted except by the owner of the information resource being scanned.  In no case may Member conduct network scanning across a router maintained by the HHSCN.

4. Costs of all circuit leases, connection fees, and services for offices shared among multiple agencies will be allocated equally to the collocated agencies.

5. Costs of circuit expansions at each shared site needed to meet required bandwidth will be equally divided between all agencies at the site.  Member staff will participate in all decisions related to these expansions.

6.
In the event that network traffic requirements exceed the existing provision at any nodal site, new equipment/service will be acquired and costs allocated by CIRA and HHSCN as appropriate.

7.
If there is a conflict between the General Terms (Part) and the specific terms and conditions contained in this Part II, these individual terms and conditions govern the Agreement as to that particular service.  Where it is unclear or there is an ambiguity (the terms or conditions could be read either way) the General Terms and Conditions will govern.

III.

PAYMENT

A.
Set-Up Fee

Member agrees to pay a one-time set-up fee in the amount set forth in Section B (1) of Attachment A.  This payment is due upon commencement of work.


B.
Monthly Fee
1. The amount due for the goods and services obtained pursuant to this Agreement will be based on actual cost reimbursement to the Department.  

2. Each month, Member will pay the amount set forth in Section B (2) of Attachment A.  This amount reflects HHSCN’s estimate of the amount that it will take to reimburse the HHSCN for goods and services made available to the Member through the HHSCN’s contract with CIRA. The monthly rate may change periodically based upon HHSCN’s calculations of reimbursable costs.  
3. Member agrees to pay the first month’s payment upon completion of the initial set-up, and to pay each subsequent month’s payment by placing the amount due in the mail not later than the 5th day of the month for which service is being paid.   Checks will be mailed to:

The County Information Resources Agency

1210 San Antonio Street
Austin, Texas 78701
4. As a courtesy, but not as a pre-requisite for payment, CIRA will send an invoice reflecting the amount due each month pursuant to this Agreement.  The invoice will be sent no later than the 20th of the month prior to the month for which payment is due. 

5. At the end of each term, Member will be given a final invoice that reflects whether additional funds will be due in order to achieve actual reimbursement to HHSCN.   Member agrees to pay any amounts due at the end of the term.
IV.

GENERAL TERMS AND CONDITIONS

Scope of the General Terms and Conditions.
These General Terms and Conditions apply to the entire Agreement.   Where there is a conflict between the General and the individual terms and conditions, the individual terms and conditions govern the Agreement as to that particular service.  Where it is unclear or there is an ambiguity (the terms or conditions could be read either way) the General Terms and Conditions will govern.


A Member may use CIRA-provided services for public purposes only. The Member agrees, therefore, not to use these services to conduct any business or activity or solicit the performance of any activity that is prohibited by law.   Member also agrees not to use these services for private pecuniary gain.

You agree to use the Services only for lawful purposes and in accordance with this Agreement and all applicable policies and guidelines.  Those policies are maintained on the CIRA Web site at www.cira.state.tx.us and may be amended without notice.

A.
ABUSE OF SERVICES
1.
Activity that interrupts the normal use of the system for other CIRA Members is considered to be abuse of system resources and is grounds for administrative intervention. Some examples of system abuse include spawning dozens of processes, consuming excessive amounts of memory or CPU for long periods of time. You may receive an E-mail warning or have their account suspended. If the misuse is unintentional, the suspension may be rescinded.

2.
You are expected to report to CIRA any information you may have concerning instances in which the conditions of use have been or are being violated. 

3.
CIRA may investigate any reported violation of this Agreement, or its policies or any complaints and take any action that it deems appropriate and reasonable under the circumstance to protect its systems, facilities, Members or third parties. CIRA will not access or review the contents of any e-mail or similar stored electronic communications except as required or permitted by applicable law or legal process.  You also understand that information stored on CIRA servers and systems incident to your use of CIRA services may be subject to disclosure under the Open Records Act.

4.
CIRA may restrict or remove from its servers any content that violates this Agreement or related policies or guidelines, or is otherwise objectionable or potentially infringing on any third party’s rights or that potentially violates any laws.  If CIRA becomes aware that you have  violated this Agreement, any related policies or guidelines, third party rights or laws, CIRA may immediately take corrective action, including: (a) issuing warnings, (b) suspending or terminating the Service, (c) restricting or prohibiting any and all uses of content hosted on CIRA’s systems, and (d) disabling or removing any hypertext links to third-party Web sites, any of your content distributed or made available for distribution via the Services, or other content not supplied by CIRA that, in CIRA’s sole discretion, may violate or infringe any law or third-party rights or that otherwise exposes or potentially exposes CIRA to civil or criminal liability or public ridicule. These rights of action, however, do not obligate CIRA to monitor or exert editorial control over the information made available for distribution via the Services. 

B.
SECURITY
1.
SECURITY IS THE RESPONSIBILITY OF EVERYONE.  The Member and its authorized users agree to keep their passwords secure and not give their passwords to any other person – for any reason.  If you believe that the security of your password has been compromised, it is your responsibility to change your password to prevent unauthorized access to your account.  If you have lost or cannot remember your password, contact CIRA to reset it immediately.

2.
You are solely responsible for any security breaches affecting the accounts under your control. If your account is responsible for or involved in an attack on or unauthorized access into another server or system, CIRA may terminate your account and/or services without notice.  If damage to other accounts, Members, or CIRA systems are caused by your failure to follow the policies governing your account, you may be responsible for the costs incurred by CIRA to correct the security breaches and restore the system or systems.

C.
INTELLECTUAL PROPERTY
1.
You agree not to infringe or violate any right of any third party (including any intellectual property rights) or violate any applicable law, regulation or ordinance.  As provided by United States federal law and by International treaties, copyrighted materials (e.g., images, text, and programs) may not be uploaded or transmitted using CIRA services without the permission of the copyright holder or as permitted by law.  

2.
Public Domain materials (e.g., images, text, and programs) may be downloaded or uploaded using CIRA services. Members may also re-distribute materials in the public domain. The Member assumes all risks regarding the determination of whether the material is in the public domain. 

3.
All materials, including any computer software (in object code and source code form), data or information that CIRA or its suppliers or agents develop or provide under this Agreement, and any know-how, methodologies, equipment, or processes CIRA uses to provide the Services to you, including all copyrights, trademarks, patents, trade secrets, and any other proprietary rights inherent therein and appurtenant thereto will remain CIRA’s or its suppliers’ sole and exclusive property. CIRA will also maintain and control all Internet protocol (“IP”) numbers and addresses that CIRA may assign to you. CIRA may, in its sole discretion, change or remove any and all IP numbers and addresses.

D.
 DISCLAIMERS 

1.
CIRA makes no warranties of any kind, whether express or implied, for the services it provides. CIRA also disclaims any warranty of merchantability or fitness for a particular purpose. CIRA will not be responsible for any direct, indirect or consequential damages which may result from the use of its services including loss of data resulting from delays, non-delivery or interruption in service. Disclaimed Warranties CIRA exercises no control over, and accepts no responsibility for, the content of the information passing through CIRA’s host computers, network hubs and points of presence, or the Internet. ALL SERVICES PERFORMED UNDER THIS AGREEMENT ARE PERFORMED “AS IS” AND WITHOUT WARRANTY AGAINST FAILURE OF PERFORMANCE INCLUDING, ANY FAILURE BECAUSE OF COMPUTER HARDWARE OR COMMUNICATION SYSTEMS. EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT, CIRA DOES NOT MAKE AND DISCLAIMS, AND YOU WAIVE ALL RELIANCE ON, ANY REPRESENTATIONS OR WARRANTIES, ARISING BY LAW OR OTHERWISE, REGARDING THE SERVICES, INCLUDING IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, OR ARISING FROM COURSE OF DEALING, COURSE OF PERFORMANCE OR USAGE IN TRADE. 
2.
CIRA is not liable for any temporary delay, outages or interruptions of the Services. Further, CIRA is not liable for any delay or failure to perform its obligations under this Agreement, where the delay or failure results from any act of God or other cause beyond its reasonable control (including, any mechanical, electronic, communications or third-party supplier failure.

3.
CIRA is acting as your agent or otherwise on your behalf in performing under this contract..  Nothing expressed or mentioned in or implied from this Agreement is intended or will be construed to give to any person (other than the parties to this Agreement) any legal or equitable right, remedy or claim under or in respect to this Agreement. This Agreement and all of its representations, warranties, covenants, conditions and provisions are intended to be and are for the sole and exclusive benefit of the parties to this Agreement.


E.  SEVERABILITY AND APPLICABLE LAW
1.
Both parties agree that this contract will be interpreted according to the laws of the State of Texas.  Venue for any litigation pertaining to this contract will be determined by the law of the State of Texas.

2.
In the event that any portion of this agreement is held to be unenforceable, the unenforceable portion shall be construed in accordance with applicable law as nearly possible to reflect the original intentions of the parties and the remained of the provisions shall remain in full force and effect.

V.

TERM AND TERMINATION


The term of this contract shall commence upon initial set up of the service and shall end on August 31, 2006.  The contract will renew annually unless terminated.  Either party may terminate this contract at the end of any term by providing 60 days written notice.

AGREED AND APPROVED:

_______________________


____________________

For Member





Date

_______________________


____________________

For CIRA





Date

ATTACHMENT A

SERVICES OBTAINED PURSUANT TO

THE NETWORK AND INTERNET SERVICES AGREEMENT

By selecting a service or services in this Part, you are agreeing to abide by the terms and conditions that pertain to each service selected as those terms are set in the Network and Internet Services Agreement

Network and Internet Services. 
A.
Member requests a T-1 data circuit for the following location:

1 State Highway 150_______________________________________
Coldspring, TX  77331____________________________________
__________________________________________________

B.
Member also requests the following goods and network and internet services, and agrees to pay   the indicated amounts for each item requested:

1. Equipment:


· Equipment:

· Router






$2189.00

2. One-Time Charges:

· Installation Costs:


· Router port





$   260.00
· Extended Wiring




$   145.60

· TA Hours





$   336.00
· Install Costs





$   246.89
· Router Cost                     



$   650.00

· Router Shipping  




$   106.18
· Network Cable





$      9.10

· CIRA Administrative Fee (2%):



$     22.08
Total One-Time Charges:




$ 1125.85
3. Monthly Recurring Charges:







· Circuit Costs:





$    197.60
· Backbone O & M:





$    186.26
· Circuit O & M:





$      52.36
· Site O & M:






$      54.94
· CIRA Administrative Fee




$      25.00    

Total Monthly Charge:




$     516.16
It is understood and agreed that the Monthly Recurring Charge is an estimate only.  It is determined based upon a statutory cost recovery formula and that may vary over the year. CIRA will pay any monthly recurring charges that exceed 10% of the stated estimate.
1
1
(Effective 11/15/2003)




